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Introduction
Different wireless security protocols were created in order to protect home-based wireless networks. Security protocols are important in preventing un-intended users from using the wireless network. This is possible since the security protocols encrypt and protect data from being accessed by other users during the transmission. In addition, this makes wireless networks secure hence protectingthe private information of the users. However, wireless is the most secure lines of transmission compared to wired networks. For that reason, there is need to protect computers from theft and set trackers that will aid in reducing thefts. Therefore, the paper will discuss different security protocols that have been used over the years, how they work and weakness that each one of them have.
Security Protocols
WiredEquivalent Privacy (WEP)
Wired equivalent privacy is a security protocol that makes use of authentication methods such as the shared key authentication and open system authentication. In cases where the user wants to use the security protocol, they have the correct password or keys. Again, wired equivalent privacy works with the principle of implementing data into encrypted schemes that implement the user’s combinations and the key values of the system. According to Symth (5), original implementations of the wired equivalent privacy has 40 bits of encrypted keys and other bits of the system-generated data. This leads to 64 bits of the total length. In order to increase the privacy and protection, the encryption methods that governed the security protocol were improved with time too much longer keys to 104 bits. Therefore, there were 128 bits of data in total. When the wired equivalent protocol is used over Wi-Fi connections, the data streaming is encrypted using the keys in order to ensure that devicescan able to process hence reading it. Again, the keys used in the wired equivalent protocol are not sent to the networks but are stored in the registry unit of the windows or in the network adapter that is wireless.
Wi-Fi Protected Access (WPA)
[bookmark: _GoBack] Initially, Wi-Fi was designed in order to save the trouble of upgrading hardwares. However, the overall processing power of the WPA security protocol was limited within its using magnitudesince it used an RC4cipher. According to Sari et al. (10), this meant that the security protocol did not need a CPU that was powerful in order to function properly. In addition, the WPA is characterized by features such as a stronger authentication, longer keys of 128 bits initialized by a vector and message integrity codes that are used to verify the alteration of messages. In addition, authentication can be implemented using two modes, one of the modes is the personal mode that exploits the configured keys. Again, it is worth noting that all the users who use the WPA use one master key. Consequently, the second mode is the enterprise model. The enterprise mode works by identifying each user with an 802.1x server. As a result, the user is permitted to use the server with a different key from other users (Smyth, 7).This is followed by data privacy of the users that is based on the message integrity codes in order to prevent messages from being altered. The WAP integrates the authentication and cipher components since they determine how it works. The information that is contained in the server influences the type of authentication to implement.
Wi-Fi Protected Access Version 2 (WPA2)
This is the last improved and final version of WPA. This version combines all features of the 802.11 wireless security standards. Again, it is a necessary process for the Wi-Fi certification process. According to Alblwi (15), Wi-Fi Protected Access version 2 (WPA2 implements the cipher block chainingmessage under the counter code that is based on advanced encrypted standards. In addition, both personal and the enterprise modes are implemented since they are fundamental in ensuring that the security protocol is efficient. In the enterprise model, the user receives messages from 801.1x hence encrypting them. On the other hand, the personal code ensures that the pre-shared key creates the pairwise master key (PMK). Moreover, the processes of authenticating using 801.1x servers and the key stake considerable time in order to detect any errors that may arise. As a result, the users are able to retain their master keys and resume communication quickly in case of an interruption.
Weaknesses of the Security Protocols
One of the weaknesses of the wired equivalent protocol is its security vulnerability. This happens because of the many users who are using the wireless network. Again, they use the same identical keys for long spells. However, other people who are still using the wireless network may decide to crack using frames thus accessing all the information. Again, the sharing of keys can lead to compromising of the wireless networks hence resulting to security risks. Another weakness associated with WEP is that it does not provide proper ways that can be used to specify IVS. According to Zou (20), IVS is 24- bit values that are used in the cipher and in the secret keys. Basing on the precaution that a user should never use a used key, it means that new keys must be used after some time. Thus, the issue that is evident here is that no guideline is given on how to come up with new IVs. 
The Wi-Fi protected access protocol is subject to be terminated by cyber attackers by influencing the decrypted short packets whose details and contents are well known to them. As a matter of fact, the cyber attackers are able to get all the information by accessing the messages by the users. This enables them to trace the server of the other users that are connected to the initial user. Again, the Wi-Fi protected access protocol is weak in application since it can be easily injected up to additional seven packets into communication systems that are wireless (Sari et al., 14). This is possible by the frequent re-keying intervals that are used to modify transmissions that occur between access points and the clients who are targeted. Therefore, users should report any instances of hacking immediately they note something unusual.
Wi-Fi Protected Access version 2 (WPA2) has the weakness of easy attacking in cases of persistent jamming and flooding of data in the server. Wi-Fi security standards have not been able to prevent this flaw because they operate using layer 2 and the risks occur in the physical layer. Again, there is the weakness of management of frames, the network and modification of client’s behavior are not protected thus providing the attacker with easy means to determine the layout of the network and know the exact location of the devices used (Alblwi, 17). However, keen surveillance and improving the coverage areas can help minimize some of the mentioned weaknesses.


Conclusion
The discussion of different security protocols that have been used over the years, how they work and weakness that each one of them depicts the emergence and development of home-based wireless networks. Wireless networks benefit users since information is easily accessed on the internet quickly. In addition, they allow users to stream videos and create other websites as they enjoy the innovative strategies that the wireless networks present. For thatreason, it is recommended that emphasis should be put in order to improve the effectiveness of wireless networks and minimize hacking cases. 
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